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Recap

« Model-Free vs Model-Based
* On-Policy vs Off-Policy
* Value-Based vs Policy-Based (Actor-Ciritic)

e Reconstruction-Based vs JEPAS















+.007 x

“Danda” noise “gibbon”

57.7% confidence 99.5% confidence



How to find that “noise”?

+.007 %

‘panda” noise “gibbon’

57.7% confidence 99.3% confidence



Adversarial Examples in Al
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The Core Concept

Classification Misclassified: gibbon

Confidence High . \ . (confidence is High)
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Comparing Adversarial Attacks:
FGSM vs. PGD (A Visual Guide).

1. FGSM (Fast Gradient Sign Method) 2. PGD (PrOJected Gradient Descent)
Single Gradient Starting point /. ) Maintain Validity
Projected
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Attack Taxonomy

White-Box Attack Black-Box Attack

Weights,
and
gradients




How to do a Black-Box attack?



Adversarial Attacks may ITransfer!

Class 2 A A
A
decision boundary
of model 2
N\
N7
w , \l
~ \/\ -
,u" 3
x| ©
e .
decision boundary
of model 1
@ O @
® Class 1




How to do a Black-Box attack?



Black-Box Attack lllustration:
Surrogate Model Transferability

Attacker’s Environment
- - Attacker's TARGET BLACK-BOX MODEL
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ADVERSARIAL EXAMPLES IN THE PHYSICAL WORLD

Alexey Kurakin Ian J. Goodfellow Samy Bengio
Google Brain OpenAl Google Brain
kurakin@google.com ilan(@openail.com bengiolgoogle.com

(a) Image from dataset (b) Clean image (c) Adv. image, ¢ = 4 (d) Adv. image, € = 8



How to do protect ourselves?



ADVERSARIAL TRAINING
(ROBUSTNESS BOOTSTRAP)

STANDARD TRAINING ADVERSARIAL TRAINING
PIPELINE (ROBUSTNESS BOOTSTRAP)

PGD attack Resilient to Attack

InputData ~ CORRECT CLASS Input Data  —— CORRECT CLASS
pe.g. (High Confidence) pe.g. Crafting Transferable MODEL v, (Panda,

Adversarial Example @l Vax Confidence)
Operator Resilient to Attack



Thank you!
See you Friday!



